In this paper, we propose a new visual secret sharing scheme which is suitable for grayscale images. The proposed scheme achieves the following objectives. First, it satisfies four general criteria of visual secret sharing systems: security, accuracy, small shadow size and low computation cost. Second, the scheme can successfully reconstruct the secret image exactly. Finally, the decoding cost of our proposed scheme is much less than that required by other previously proposed schemes. Therefore, our proposed scheme is suitable for real-time applications.
I. INTRODUCTION
Secret sharing has been attracted attention in the past decades. Different from conventional protecting data mechanisms such as data encryptions, data hiding, etc., secret sharing shares data into several parts which are kept by a group of participants to avoid losing data accidently or intentionally. The concept of secret sharing, or called visual cryptography, was proposed independently by Shamir and Blakley in 1979 [1] , [2] . Inspired by Shamir's [1] and Blakley's [2] (t, n) threshold schemes, many scholars began focusing on the study of secret sharing. However, the major drawback with these schemes is that their secret data are integers or texts instead of images. In 1995, Naor and Shamir [3] extended it to secret image sharing to apply to images. In [3] , dealer shares secret image into n noise-like images and distributed to n predefined participants. Each noise-like image does not contain any information of the original secret image and is considered to be a shadow or share. The secret image can be reconstructed if any t or more shadows are collected. If the number of collected shadows is less than t, information about the secret image cannot be derived. This is considered as an efficient way to share a secret. Unfortunately, the scheme is only suitable for binary image and also suffers from a pixel expansion problem.
Many VSS schemes have been proposed in the past decades. Originally, there are two ways to construct shares: Manuscript constructing by using polynomial function [4] - [6] and constructing by random grids [7] - [9] . In 2008, Chang et al. [11] first proposed a Sudoku-table-based (STB) scheme for data hiding approach, in which the reference table is generated by a Sudoku table. In this scheme, a digit in the 9-ary notational system is embedded into a pixel pair. The usage of the Sudoku table simplifies the reference table that has to be pre-shared by the communication entities. Kieu et al. [12] took this idea a little further when they proposed a Sudoku-table-based wet paper (STB-WP) hiding scheme that has even higher security than the original model. Hong et al. [13] found that the original STB scheme does not always find the minimal distortion for the pixel pairs, therefore, they proposed a minimal Euclidean distance and Sudoku-table-based (MED-STB) scheme, which extends the searching area in the reference table and finds the minimal distortion by comparing the Euclidean distances of all the candidates.
There are four general criteria which are observed to evaluate secret sharing techniques such as security, accuracy, computational complexity, and shadow size, also called pixel expansion. In this paper, we aim to propose a secret image sharing scheme, which can satisfy these criteria with high security, low computational complexity and prevent pixel expansion problem. Especially, to reconstruct the cover image during revealing the original secret image, we will exploit Sudoku puzzle to share secret image. Sudoku is a logic-based number placement puzzle [11] , [14] - [16] . Sudoku is a 99 matrix which contains nine 33 sub-blocks, each contains different digits from 1 to 9. In addition, each row and each column of a Sudoku grid also contain different digits from 1 to 9. In general, the Sudoku puzzle which is exploited in our scheme is computed as a modification to the host image. Shadows are generated by encoding the host image, called host coefficient, and the secret image such that m = f(c, s), where c is the host coefficient, s is the secret pixel and m is the modification. Thank to this strategy, the shadows constructed by our proposed scheme are meaningful with high quality and there are no pixel expansion problem occurred.
The rest of this paper is organized as follows. Section II introduces the related work in this field, and Section III is the proposed Sudoku-table-based secret image sharing scheme. The analysis of the proposed scheme and the experimental results are then presented in Section IV, and Section V presents our final conclusions.
II. PROPOSED SCHEME

A. Share Construction Algorithm
Input: Grayscale Secret Image S sized H×M, {S i | i = 1, 2, …,
H ×W}, and
Cover Image O sized H×M Output: Two shares S 1 and S 2 sized H×W Algorithm:
Step 1: Generate the Sudoku matrix sized 256 ×256.
Step 2: Convert each pixel of secret image into a group of digits in base-9 numeral system. After converting, value of the first digit is from 1 to 3 because the highest value of a grayscale image is 255, we have 255 10 = 313 9 . Therefore, the highest value of digits is 3. If the result of converting step is two digits, we shall add a bit 0 to get a group of three digits. Now, our digit group includes three digits d 1 , d 2 , d 3 .
Step 3: Read the next pixel pair (O i , O i+1 ) from cover image O according to the user-defined pairing rule and map them to the reference matrix to get the modification m.
Step 4: In order to construct shares, dealer checks the first bit d1 in the group. The reference matrix is divided into four directions as Fig. 1 . Based on the value of the digit d 1 , we have four cases to be considered:
Dealer searches for mapping value in the NW region of the , ii SS  to the Sudoku matrix, we get the digit d 3 .
Step 4: In Share Construction Algorithm, dealer only finds the mapping value on the vertical and horizontal direction, and their intersection is the element corresponded to the cover pixels pair. Therefore, we can reconstruct the original cover pixels by searching along the vertical direction lined from d 2 and horizontal direction lined from d 3 . Their intersection is the element m and the original cover pixel pair is found such that (I i , I i+1 ) = m.
Step 5: According to position of d 2 and d 3 correlative to the position of m, we can determine the value d 1 based on the following rules:
If d 2 and d 3 are located in the NW region, then d 1 = 0. If d 2 and d 3 are located in the NE region, then d 1 = 1. If d 2 and d 3 are located at the SE corner, then d 1 = 2. If d 2 and d 3 are located at the SW corner, then d 1 = 3.
Step 6: Convert three digits (d 1 , d 2 , d 3 ) 9 to the decimal based numeral system to reveal the original secret pixel.
Step 7: Repeat Step 2 to Step 6 to reveal the original secret image and reconstruct the cover image.
III. EXPERIMENTAL RESULTS
In this section, our experimental results will be shown to illustrate the features of our scheme. We implement our method by using MATLAB 7.10 software running on the Duo Core CPU, and 2GB RAM hardware platform. Ten commonly used grayscale images sized 512×512, as shown in Fig. 2 were used as cover images and secret images in our simulations to test the performance of our proposed method in term of security, accuracy, computational complexity, and shadow size.
A. Security Analysis
To ensure that our scheme satisfies the security criterion; that is, it protects a shadow from leaking any information about the original secret image, we generate a set of meaningful shadows with high quality so that it does not gain any suspicion from attacker. The sets of generated shadows are shown in Fig. 3 , in which we embed and share the secret NW NE
SE SW
International Journal of Machine Learning and Computing, Vol. 4, No. 5, October 2014 image (i.e. Airplane) using different cover images. Fig. 3 clearly shows that each shadow is very similar to the original cover image that helps mitigate the suspicions of attackers. Even in cases of doubt, no information can be leaked from it. Therefore, security from the human visual system can be guaranteed. Moreover, to demonstrate the security of our scheme theoretically, we use two general parameters, the number of pixels change rate (NPCR) and the unified average changing intensity (UACI). NPCR considers the percentage of different pixel numbers between the two shadows, S 1 and S 2 , while UACI is the average intensity of differences between the two shadows.
The NPCR value is defined in Equation (1).
where W and H are the width and height of shadows S 1 and S 2 . G(i, j) is determined as:
(2)
In [17] , Kwoka and Tang claimed that a scheme gives optimal results when the NPCR value is equal to (1 -2 -l ) × 100%, where l is the number of bits used to represent one pixel of an image. Thus, for a grayscale image shadow, whose pixel contains 8 bits (l = 8), the corresponding expected NPCR value is 99.61%.
In contrast, UACI is determined by Equation (3) 
Consequently, for grayscale images, the UACI is around 33%. Table I shows the NPCR and UACI values that are achievable with our proposed scheme. 
B. Accuracy
To consider the accuracy criterion, we exploited the peak signal-to-noise ratio (PSNR) which is the basic parameter for evaluating the quality of reconstructed grayscale and color images. Essentially, a secret sharing scheme is assumed to achieve good visual quality of reconstructed images when the PSNR value ranges between 30dB and 40dB. 
where MSE is the mean square error between the original image and the reconstructed image, and is defined in Equation (5). 
where W×H is the image size, xy C and ' xy C are the pixel values at position (x, y) of the original grayscale image and the reconstructed grayscale secret image, respectively. Table II is the quality of shadows constructed by our scheme.
Especially, our scheme can be extended to increase embedding capacity by sharing two secret images at the same time. Fig. 4 shows that even embedding two secrets into cover images, the quality of shadows is still very high. Table III demonstrates visual quality of shadows when we share two secret images. It can be seen that, when our embedding capacity is two times higher, the PSNR of the shadows only decreases 3dB.
C. Computational Complexity
It is important for a visual secret sharing scheme to be able to share and reveal secret information while maintaining low computational complexity.
Our shares construction phase as well as our revealing algorithm, which are described in detail in Subsections 2.1 and 2.2, demonstrate that the computational cost of the proposed scheme depends on linear searching strategy which has O(n) time complexity. It is the lowest computational cost and thus the least effect on the complexity of the scheme. Fig. 3 . One secret image and its shadows with different cover images. 
D. Pixel Expansion
With our proposed scheme, a pair of cover pixels is used to embed one secret bit and generate two shares, S 1 and S 2 , which are the same size as the original cover image. However, we can embed two secret images to increase the embedding capacity of the scheme. Therefore, our proposed scheme does not cause pixel expansion problem.
IV. CONCLUSIONS
This paper proposes a new visual secret sharing scheme that is effective with grayscale images. The proposed scheme can generate a set of shadows with high visual quality. Especially, the scheme can exactly reconstruct the secret image. Our experimental results show that the proposed scheme satisfies the four general essentials of visual secret sharing systems. In addition, the computational complexity of our proposed scheme is much less than other schemes proposed previously. Therefore, our proposed scheme is suitable for real-time applications. 
